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Abstract 

Over the last 10 years, the Internet has become increasingly intertwined in the economic, political, 

and social fabric of our societies. Despite its immense social importance, the Internet has proven 

remarkably susceptible to disruption, corruption, and manipulation, through such diverse threats as 

worms, botnets, phishing, distributed denial of service attacks, and spam. In this talk I reflect on the 

evolution of Internet threats from the perspective of my work and the work of our network and 

security group at the University of Michigan (http://nsrg.eecs.umich.edu). As a detailed example, I 

will briefly highlight our work in analyzing malware and our efforts to use this intelligence and 

other sources of information to detect and mitigate Internet threats. 
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